Phishingbox Security
Awareness Ecosystem

Security Awareness is a continuous process of training, testing, and remediation.
PhishingBox provides a suite of tools and services to implement and maintain a
comprehensive security awareness training program. Key components of this
security awareness ecosystem include the following features.

TRAINING

PhishingBox provides security awareness training
courses through a learning management system
(LMS). The LMS can be our integrated LearningBox
LMS, or it may be another third-party LMS. Training
courses can include PhishingBox developed
courses, courses from our content providers, or an
organization’s produced or purchased courses.
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LEARNING MANAGEMENT SYSTEM

As noted above, PhishingBox integrates natively
with LearningBox LMS. This easy-to-use LMS
provides access to PhishingBox training courses
along with training from our content providers.
Through integrations, including custom API calls,
the PhishingBox products can work with a
third-party LMS.

PHISHING SIMULATION

Phishing simulation provides realistic emails to users to see if they react correctly to such emails. When a user reports a
simulated phishing email, it improves the organization’s net reporter score (NRS), a primary gauge of an organization’s
security awareness posture. Upon failure of a simulated phishing email, the organization can automatically enroll the user

into remedial training.

KILL PHISH

KillPhish is an email plugin to help users evaluate
emails and report such emails to an organization’s
security operations. Any reported simulated
phishing emails improves an organization’s Net
Reporter Score or NRS. As noted above, the NRS is a
primary gauge to monitor an organization’s security
awareness posture.

PHISHING INBOX

Phishing Inbox is a tool for administrators to
manage emails reported by users. This tool
provides automated responses and backend
information for the administrator to evaluate
suspicious emails.



